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DETAILED ACTION 
Claim Rejections - 35 USC § 102 



The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 



j 

I. Claims 1, 2, 6-17, 21-32, and 36-45 rejected under 35 U.S.C. 102(e) as being 
anticipated by Yavatkar et al hereinafter Yavatkar (US 6,735,702). 



1 . Referring to Claims 1 ,16, and 31 , Yavatkar discloses a method distributed data 
comprising (network which share information, refer to Col 1, Lines 10-25): monitoring 
network packets (Col 4, Lines 1-3) within a processing system, the method monitoring 
multiple sources (nodes, refer to Col 1 , Lines 10-25) of network packets (refer to Col 1 , 
Lines 55-67) within distributed data processing system; identifying a source of network 
packets (refer to Col 1 , Lines 55-67) as generating network packets having 
characteristics related packet size (refer to Col 1 , Lines 65-67, and Col 2, Lines 1-45, 
where it is inherit that different type of traffic consists of different packet sizes.) that 
satisfy one or more predetermined conditions (precondition such as a set buffer length 
and rates, refer to Col 7, Lines 15-30); alerting a system administrator (watch dog 
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agent, refer to Col 3, Lines 55-67, and Col 4, Lines 1-5, which monitors and detect 
information/packets) the identified source network packets, 

2. Referring to Claims 2, 17, and 32, Yavatkar discloses wherein a predetermined 
condition is a packet size less than packet size threshold value (the nodes consists the 
capability to store files, it is inherit that the nodes consist a predetermine storages 
threshold to store packet/data, refer to Col 7, Lines 42-60). He also discloses installation 
of the filter in the system (refer to Col 1 3, Lines 54-67), which can filter out the element 
which does not pass the threshold. 

6. Referring to Claim 6, 21 , and 36, Yavatkar discloses response to a request of the 
system administrator (agent), halting execution of the identified source (refer to Col 9, 
Lines 25-30). 

7. Referring to Claims 7, 22, and 37, Yavatkar discloses response to a request of the 
system administrator (agent), pausing (halt is the type of the pausing) execution of the 
identified source (refer to Col 9, Lines 25-30). 

8. Referring to Claims 8, 22, and 38, Yavatkar discloses initiating packet snooping 
session (referring to Claim 13, Lines 55-67). 



Application/Control Number: 09/820,502 Page 4 

Art Unit: 2151 

9. Referring to Claims, 9, 24, and 39, Yavatkar discloses deploying distributed packet 
snoopers (bloodhound agent) from a packet usage manager (software modules, refer to 
Col 3, Lines 25-35) monitor the multiple sources of network packets (which order the 
bloodhound agent to collect/monitor attack traffic/multiple sources of network packets). 

10. Referring to Claims 10, 25, and 40, Yavatkar discloses receiving packet filtering 
parameters distributed packet snooper (using agents to collect information about 
network situation, refer to Col 4, Lines 24-30); matching packet filtering parameters 
against transmitted packets (packet filtering parameters such as a set transmitting rate 
for the buffer, if the transmitted packets exceed the buffer limitation, the packet can be 
dropped, refer to Col 7, Lines 19-28); and returning packet usage events (information is 
available for the agents to collect which would sent it to the software modules, which is 
the packet usage manager) to the packet usage manager response to a determination a 
packet surpassed a limitation specified by the packet filtering parameters (which in case 
of congestion happened, the software module would halt (determination and act upon 
the event) the execution, refer to Col 3, Lines 35-37). 

1 1 . Referring to Claims 1 1 , 26, and 41 , Yavatkar discloses receiving a request for an 
action a target resource within the distributed data processing system (within network 4, 
nodes 48 transmit information to nodes 30, 44, 46, and 48 which accept 
information/request, refer to Col 7. Lines 42-60), wherein completion the action depends 
upon operations set resources along a logical route through the distributed data 
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processing system, wherein the request for the action the target resource (node 44) 
associated with user or an application (Management console application 9). 

12. Referring to Claims 12, 27, and 42, Yavatkar discloses deriving one of the packet 
filtering parameters (when buffer become full, refer to Col 7, Lines 10-25) from an 
application (management console application 9) or a user associated with the request 
target for the action at the target resource (agent gather information from the source, 
refer to Col 3, Lines 25-60, which can access resources such an OS 5, or Network 4.). 

13. Referring to Claim 13, 28 and 43, Yavatkar discloses selecting by the system 
administrator (agents which monitor information within the network such as nodes, refer 
to Col 3, Lines 54-67 and Col 4, Lines 1-47) one the packet filtering parameters (buffer 
quotas) by choosing among a plurality of active applications or users (nodes) within the 
data processing system (refer to Col 7, Lines 10-30). 

14. Referring to Claims 14, 29, and 44, Yavatkar discloses deriving set logical routes 
(tracing traffic/routes) from a network topology mapping (refer to Col 17, Lines 1-10), 
wherein each logical route is a series of endpoints (target node/nodes within the 
network are a series of endpoints which supports routing capability, refer to Col 7, Lines 
45-46, nodes 30, 44, 46, and 48 are routers) that comprise an endpoint-to-endpoint 
route for completing requested action. 
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15. Referring to Claim 15, 30, and 45, Yavatkar discloses displaying the identified 
source of network packets system administrator in real time (it is known that the 
computer network communication within the WAN and LAN using PC, Laptop or 
Workstation via TCP/IP is running in the real time to transport infonnation, refer to Col 1, 
Lines 10-35.). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which fomis the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

II. Claims 3-5, 18-20, and 33-35 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Yavatkar et al hereinafter Yavatkar (US 6,735,702) in view of 

Mawhinney et al hereinafter Mawhinney (US 6,826,620). 

1 . Referring to Claims 3, 18, and 33, Yavatkar discloses the information gathered by 
agent is encrypted before it is sent and decrypted by the receiving environment, and by 
decrypted the information, the actual packet payload size can be determined, refer to 
Col 9, Lines 40-60. Yavatkar also discloses the usages of nodes as routers, and the 
nodes consists the capability to store files, it is inherit that the nodes consist a 
predetermine storages threshold to store packet/data, refer to Col 7, Lines 42-60. 
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Yavatkar does not disclose the computed percentage of value of actual packet size to 
the maximum available packet payload size. 

Mawhinney discloses the percentage of network availability (refer to Col 3, Lines 30-35) 
At the time of the invention, it would have been obvious to a person of ordinary skill in 
the art to combine both Yavatkar and Mawhinney's invention due to the fact that it would 
be efficient for network users to know all the statistics of the packet information in able 
to conclude the fastest solution in the case of congestion. 

2. Referring to Claims, 4, 19, and 34, Yavatkar discloses the system maintain 
information and would discards counts and queue length, refer to Col 7, Lines 15-25, 
which implies the system keep the counts of the packets coming into the buffer and 
track of the queue length. The predetermine condition is the set of max threshold buffer 
size, which define the maximum count threshold value for the amount of data the buffer 
can hold. Thus, only certain amount of data can be stored in the buffer, by determined 
the buffer is full, the system consists the capability to count a number of packets that is 
in the buffer. 

Yavatkar does not indicate the system count the number of packets that exceed a 
predetermined maximum count threshold value. 

Mawhinney discloses the amount of data actually delivered through the network and 
compare to the amount of data attempted which indicate the amount of data attempted 
minus the number of data actually deliver would be equal to the number of packet which 
exceed the predetermined threshold value, (refer to Col 3, Lines 25-35). 
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At the time of the invention, it would have been obvious to a person of ordinary skill in 
the art to combine both Yavatkar and Mawhinney's invention due to the fact that it would 
be efficient for network users to know all the statistics of the packet information in able 
to conclude the fastest solution in the case of congestion. 

3. Referring to Claims 5, 20, and 35, Yavatkar discloses the system maintain 
information and would discards counts and queue length, refer to Col 7, Lines 15-25, 
which implies the system keep the counts of the packets coming into the buffer and 
track of the queue length. The predetermine condition is the set of max threshold buffer 
size, which define the maximum count threshold value for the amount of data the buffer 
can hold. Thus, only certain amount of data can be stored in the buffer, by determined 
the buffer is full, the system consists the capability to count a number of packets that is 
in the buffer. 

Yavatkar does not indicate the system count the number of packets that exceed a 
predetermined maximurh count threshold value. 

Mawhinney discloses the amount of data actually delivered through the network and 
compare to the amount of data attempted which indicate the amount of data attempted 
minus the number of data actually deliver would be equal to the number of packet which 
exceed the predetermined threshold value, (refer to Col 3, Lines 25-35). 
At the time of the invention, it would have been obvious to a person of ordinary skill in 
the art to combine both Yavatkar and Mawhinney's invention due to the fact that it would 
be efficient for network users to know all the statistics which including the ratio of the 
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total incoming packet verse the total number of packets dropped in able to conclude the 
fastest solution in the case of congestion. 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

- US 6,237,029 (Master et al discloses method and apparatus for adaptable 
digital protocol processing) 

- US 5,313,454 (Bustini et al discloses a congestion control for cell networks) 

Contact 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Karen C Tang whose telephone number is (571)272- 
31 16. The examiner can normally be reached on M-F 7-3. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Zarni Maung can be reached on (571)272-3939. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) systfem. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status infomiation for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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